MSRDG International Journal of Computer Scientific Technology & Electronics Engineering ISSN: 3107 - 426X
Volume 2 Issue 1, 1-7, February 2026 ©2026 Multi-Sense Research Developing Group
https://doi.org/10.66037/MSRDG-IJCSTEE/V2I1P101

Improving the Security of the Internet of Things with the
Implementation of the PrimeDigitBR Methodology

Pusa Prashanth!, Sathwika Gade?

'Department of Data Science and Artificial Intelligence, Sheffield Hallam University, Sheffield, London, UK.
’Department of Data Science and Computational Intelligence, Coventry University, Coventry, West Midlands, United
Kingdom.

50552 16@hallam.shu.ac.uk

Abstract - Encryption, which is indispensable for safeguarding sensitive information, can also render any malevolent content
illegible, allowing it to remain undetected in any network. The objective of concealing the malicious payload is achieved
through encryption, which is employed by malware authors to conceal their code. A distinctive approach that goes by the
name of PrimeDigitBR. This recommendation is being made in the hopes that it will be an effective solution to the difficulties.
There are three steps in the first stage. First, change the text from plain text to “ASCII code” as P. The second step is to use
the “ASCII code” of N to find the prime number. To do the third step, you need to use Equation 1. Take the numbers from P1
and pair them up. Then, change the cells in the matrix. There are also three steps in the second stage. The first step is to
figure out what Q is worth. The second step is to find the numbers for N-1. The last step is to use and apply Equation 2.
From the QI values, make a pair and swap the cell values in the matrix. However, the values in the Oth cell start from the
backwards. The process of decryption is understood to be the opposite of this conversion, and it is via this process that the
message is eventually received in its original format. In compared to encryption methods that are considered more
traditional, the suggested solution offers a greater degree of security.
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1. Introduction

The internet's swift evolution has facilitated the connection and interaction of individuals and devices from various countries.
This interconnectivity facilitated humans in a variety of ways. Nevertheless, the volume of personal and confidential information
that was generated was a direct result of the increased reliance of “corporate, healthcare, and individual entities” on the internet to
perform even the most basic of daily activities.

Fig. 1 The process of transmitting and receiving data

The problems with “privacy and security” that used to be connected to desktop computers have changed because of the rise of
“low-power devices”. Because of these big steps forward in computing and cryptanalysis, encryption methods will need to be
changed in order to keep up. One method that uses both a Feistel structure and sequences is symmetric key encryption. Using
replacements, permutations, and the ideas of genetic algorithms, the method makes new subkeys for each round. This makes the
process faster and safer. Lightweight cryptography is different from regular computer gear and software in the way the user needs
to approach it.
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From Figure 1. When the process of encryption is being carried out, the plaintext that represents the original data is encoded
by using a specific key, which leads to the eventual production of encrypted text.

2. Literature Survey

The author looked into “Shor's Algorithm” and “Quantum Fourier Transform”. This method is how safe cryptosystems
are [1]. During their conversation, they brought up the idea of “Las Vegas algorithms” and the quantum computer. People use
this method of factorization and the logarithms of discrete [2]. The authors are now using “machine learning methods” [3] and
they have put in place a number of methods [4].The author looked into how safe the “RSA” method was and gave out the
encryption key in a way that anyone could understand [5]. The strong “encryption methods” are made possible in Al [6] and
how machine learning models work. They looked into the cryptosystems of the elliptic curve as part of their academic work.
This shape is used when performing the discrete logarithm, and it is a very reliable method [7]. The piece talked about how the
elliptic curve can be used for encryption. Both the key and the attack that was started by hackers are traded, and this curve
helps protect against the attack [8]. The “encryption and decryption” worked as expected in terms of both security and
usefulness [9]. The authors focus on the security of encrypted data [10]. The RSA method [11] is used to demonstrate this
cryptographic idea for comparison purposes. In this research paper, the author talked about how to use machine learning
techniques to get data from social media sites [12]. A lot of attention has been paid to support vector machine (SVM) methods
in the field of machine learning. The writers looked at and studied all 67 different areas that make up this field [13]. They used
maths to compare the different security algorithms and show which ones worked better than the others [14]. The cloud
computing piece [15] that this study refers to shows proof that mobile devices can keep a person's health information very safe.
For the most part, this text is about ways to use cryptography. We came up with the Security of PrimeDigitBR method after
reading a lot of related literature. We are going to talk about this method in this part.

3. Methodology

There are two steps to the new method. First stage has 3 steps, 1st, change the text from plain text to “ASCII code” as P.
2nd is to use the “ASCII code” of N to find the prime number. 3rd, you need to use Equation 1. Take the numbers from P1 and
pair them up. Then, change the cells in the matrix. Second stage has 3 steps. 1st is to figure out what Q is worth. 2nd is to find
the numbers for N-1. The last step is to use and apply Equation 2. From the Q1 values, make a pair and swap the cell values in
the matrix. However, the values in the Oth cell start from the backwards are shown in Figure 2.
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Fig. 2. PrimeDigitBR Methodology
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Algorithm

®  Get the social media data that has been studied and put it in a grid style.
p1=pN
where Pis ASClIcode for plaintext (1)
Nissecret prime number

® To find the Q value from N and P.

o Q=0N1! @)

® Touse Pl and Q2 numbers to make a pair and switch the cells.

4. Result

Working for Encryption

[PD,, PD,, PD;; PD,, PD]
PD,;; PD,, PDy; PDy PDys

PD=|PD,;;, PD;, PD;; PD;, PDj;
PD,, PD,, PDy PDy PDys

| PDs;  PDs, PDs3; PDgy PDss |

Where PD is Plain Text

Stage 1:
P=SMARTSMART

P=83776582848377658284
N=7

P1=2.8964E+139
P1=2.8964639

®  Using equation 1, (2,8), (9,6), (4,6), and (3,9)
1%t Process (2,8)
PD,; PD,, PD, PDy;; PDy;
PD,, PD,, PD,; PD,; PD,;
PD=|PD,;, PD;, PD;; PD,;, PDy;
PD,; PD,, PDy PDy PDys
| PDs; PDs, PDs; PDs,  PDg; |

2" Process (9,6)

[PD;; PD;, PDy PD;, PDy|
PDy; PDys PDy; PDy; PDy
PD=|PD;; PD,;, PD;; PD;, PDs;s
PDy PDy, PDy PDyy PDys
| PDs;  PDs, PDs3 PDsy PDss |

3 Process (4,6)
PD,, PD,, PD,; PDy; PDy;s
PD,, PDys PD,; PD;3; PDy,

PD=|PD,, PD,, PD,, PD,, PDj;
PD, PDy, PD,; PDy PDys

|PDs; PDs, PDs; PDsy  PDss |
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4% Process (3,9)

[PD;, PD;, PD,, PD, PDy]
PD,, PDjs PDy; PD;; PDyy

PD=|PD,, PD,, PD,; PD,, PDj;
PD, PDy, PD,; PDy PDys

|PDs; PDs, PDs; PDs,  PDss |

Stage 2:

Q=13

N-1=6

Q1=4826809

®  Using equation 2, (4,8), (2,6), (8,0), and (9,0)

5% Process (4,8)

[PD;, PD;, PD, PD,, PDyy

PD,, PDys PD,; PD;; PDy

PD=|PD;, PD;, PD,, PD,, PD,,
PD,, PDs; PDy PDy PDys

|PDy, PDs, PDs; PDsy PDss |

6™ Process (2,6)
PD,; PDj, PD,; PD,, PDy;s
PD,; PD;s PDy PD;3 PDy

PD=|PD, PD,, PD, PD; PDs,
PD,; PDs; PDy PDs; PDys

|[PDy, PDs, PDy, PDs; PDss |

7% Process (8,0)

[PD;; PDj, PD, PD,, PDyy
PD,; PD;s PDy PDy;3 PDy

PD=|PD, PD,, PD, PD; PDs
PD,; PDss PDy PDs; PDys

|PDy, PDs, PDy, PDs; PDy |

8™ Process (9,0)

[PD;; PD;, PD, PD,, PDyy
PD,, PDys PD,; PD;; PDy

PD=|PD;, PD;, PD,, PD,, PD,,
PDs, PDss PDy; PDs; PDys

|PDy, PDs, PDy PDsy PDy |

Table 1 provides a comparison of the three distinct encryption speeds that may be accessed by clicking on this link. It
has been observed that the technique known as PrimeDigitBR, which is unique due to the important features it has, exhibits
faster speed performance than the other methods that are now in use. The technology that goes by the name PrimeDigitBR has
been shown to have performance rates of 1.44, 1.82, 2.21, 2.78, 3.12, 3.88, and 4.11 milliseconds, according to research that
has been conducted. In addition to this, it has shown the performance when compared to its competitors, which include the
“Shor’s” approach in Figure 3, as well as the “RB22” method in Figure 4. A depicts an approach that is original in Figure 5.
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Table 1.PrimeDigitBR performance for encryption

File Size (Bytes) | Shor’s | RB22 | PrimeDigitBR
46 1.05 0.95 1.44
98 1.35 1.15 1.82
159 1.95 1.64 221
256 233 2.02 2.78
698 2.76 241 3.12
1231 3.03 2.95 3.88
6580 3.66 3.22 4.11

159

638

Flle Size [Bytes)

Fig. 3. Shor’s Vs PrimeDigitBR Speed for Encryption

1231

6580

Flle Size [Bytes)

Fig. 4. RB22 Vs PrimeDigitBR Speed for Encryption
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Fig. 5. Shor’s Vs RB22 Vs PrimeDigitBR Speed for Encryption

5. Conclusion

A broad range of network devices will be able to “communicate with one another” without regard to the local networks to
which they are linked or the quantity of resources. One of the most pressing issues that need to be solved as the Internet of
Things continues to expand is how to safeguard the privacy, communication, and security of end users. Ensuring that secure
connection is maintained across a broad range of applications is of the highest “significance when there are limited resources”
available for communication devices. In order for the Internet of Things to come into reality. As a result of this, the Internet of
Things has been beset by a plethora of serious vulnerabilities that may compromise trust and security. The distinctive approach
that goes by the name of SPrimeBR has been suggested as a potential solution to these issues among the several other viable
approaches. There are 2 steps to the new method. First stage has 3 steps. First, change the text from plain text to “ASCII code”
as P. The 2nd is to use the “ASCII code” of N to find the prime number. the third step, you need to use Equation 1. Take the
numbers from P1 and pair them up. Then, change the cells in the matrix. Second stage has 2 steps. The st is to figure out what
Q is worth. The 2nd is to find the numbers for N-1. The last step is to use and apply Equation 2. From the Q1 values, make a
pair and swap the cell values in the matrix. However, the values in the Oth cell start from the backwards. The act of reversing
this conversion, which is referred to as decryption, ultimately leads in the retrieval of the message in its original format. It is
the culmination of this procedure that allows the message to be acquired. In compared to other approaches to encryption that
are more conventional, the method that has been offered offers a greater level of security.
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