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Abstract - The proliferation of large-scale machine learning systems has intensified concerns regarding the inadvertent
exposure of sensitive information embedded in learned representations. Existing privacy-preserving approaches commonly
sacrifice predictive utility to achieve formal privacy guarantees, creating a fundamental tension between model performance
and data confidentiality. This paper presents the Multi-Objective Autoencoder (MOAE), a principled framework that
simultaneously optimizes reconstruction fidelity, downstream utility, and differential privacy constraints within a unified latent
representation learning objective. The MOAE integrates an adversarial privacy discriminator with a task-oriented utility
classifier and couples both components to a DP-SGD noise injection layer, enabling fine-grained control over the privacy-
utility trade-off. We formally characterize the resulting optimization landscape and derive convergence guarantees under
standard regularity assumptions. Extensive experiments conducted on MNIST, CIFAR-10, Adult Income, and Medical MNIST
benchmarks demonstrate that MOAE consistently outperforms state-of-the-art baselines — including DP-SGD, PATE, and
RDP-VAE — achieving up to 3.1% higher accuracy and a 14.7% reduction in membership inference attack success rate at
comparable privacy budgets (ε ≤ 3.0). These results establish MOAE as an effective and theoretically grounded solution for
privacy-conscious representation learning.

Keywords - Differential privacy, autoencoder, representation learning, adversarial training, membership inference attack,
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1. Introduction
Contemporary machine learning systems learn compact latent representations from data that frequently encode sensitive

attributes beyond what is necessary for the primary learning task. This phenomenon — sometimes termed representation leakage
— exposes individuals to inference attacks, attribute reconstruction, and unintended disclosure even after ostensibly anonymising
raw data [1, 2]. The severity of this problem has been confirmed empirically by membership inference attacks [3], attribute
inference attacks [4], and model inversion studies [5], which collectively demonstrate that deep neural networks retain exploitable
memorisation of training examples.

Differential privacy (DP) has emerged as the dominant formal framework for bounding information leakage from learned
models [6]. DP-SGD [7] provides per-iteration gradient perturbation that yields a provable (ε, δ)-DP guarantee; however, the
mandatory gradient clipping and noise injection significantly degrade representation quality, particularly in the high-dimensional
settings typical of computer vision and natural language processing tasks. Alternatively, ensemble-based methods such as PATE
[8] provide student-teacher privacy amplification but require curated public datasets that may be unavailable in sensitive domains.

Generative approaches — most notably Variational Autoencoders (VAEs) [9] and their differentially private extensions [10]
— hold promise for learning disentangled representations that structurally suppress sensitive information. Yet existing work
addresses each objective in isolation: reconstruction quality, privacy guarantees, and downstream utility are seldom jointly
optimised within a single framework. This architectural fragmentation forces practitioners to navigate ad hoc trade-off curves
without formal optimality characterisations.

2. Related Work
Dwork et al. [6] formalised differential privacy and established its composition properties, which underpin all subsequent

DP-ML work. Abadi et al. [7] introduced DP-SGD, the de facto standard for training differentially private neural networks,
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using per-sample gradient clipping and calibrated Gaussian noise. Later refinements — including Rényi Differential Privacy
(RDP) [11], zero-concentrated DP [12], and privacy amplification by subsampling [13] — tightened the resulting (ε, δ) bounds.
Despite these advances, the accuracy degradation incurred by DP-SGD remains substantial, particularly at tight privacy
budgets (ε < 1).

Representation-level privacy seeks to suppress sensitive attributes in learned embeddings rather than perturbing gradients.
Adversarial representation learning [14] trains an encoder to deceive an attribute discriminator while retaining task-relevant
structure. Moyer et al. [15] extended this to invariant representations using a variational information bottleneck. More recent
work has explored gradient reversal layers [16], mutual information minimisation [17], and fairness-aware representation
learning [18] as complementary mechanisms. These approaches generally lack formal DP guarantees, limiting their
applicability in regulated domains.

Generative approaches — including GANs [19], VAEs [9], and their differentially private variants [10, 20] — have been
proposed for private data synthesis and representation learning. DP-VAE [10] injects noise at the latent layer to achieve DP
guarantees, but the resulting representations exhibit reduced discriminative power. PATE-GAN [21] extends the PATE
framework to generative models, though its teacher ensemble requirement complicates deployment. Most closely related to our
work is RDP-VAE [22], which exploits Rényi DP accounting to train a privacy-preserving VAE. Unlike RDP-VAE, MOAE
incorporates an explicit utility classifier and a privacy adversary in its objective, enabling direct optimisation of the
downstream accuracy-privacy curve.

Federated learning (FL) [23] decentralises model training to prevent raw data exposure, but gradient updates remain
susceptible to reconstruction attacks [24]. DP-FL [25] combines DP-SGD with secure aggregation to provide formal guarantees
in the federated setting. The MOAE framework is orthogonal to FL aggregation strategies and can be deployed as the local
training objective within each federation participant.

3. Methodology
Let X = {x(i)}N denote a dataset of N samples drawn from an unknown distribution p(x), where each x(i) ∈ ℝn. Each

sample is associated with a target label y(i)∈ {1, …, C} and a sensitive attribute s(i)∈ S. The goal is to learn an encoder fθ :
ℝn → ℝd that maps inputs to a d-dimensional latent representation z = fθ(x), such that:

Fig. 1.MOAE architecture showing the encoder-decoder backbone, privacy discriminator, utility classifier, and DP-SGD noise injection

layer.

 The decoder gφ : ℝd → ℝn can faithfully reconstruct x from z (high reconstruction fidelity).

 A task classifier hψ : ℝd → {1, …, C} achieves high accuracy on z (preserved utility).
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 A privacy adversary Dp : ℝd → S cannot reliably infer s from z (suppressed sensitive attributes).

 The overall learning mechanism satisfies (ε, δ)-differential privacy.

The MOAE architecture comprises four interacting components, depicted in Figure 1: (i) an encoder-decoder backbone, (ii) a
privacy discriminator, (iii) a utility classifier, and (iv) a DP-SGD noise layer. The encoder employs residual convolutional
blocks followed by a fully connected projection head to map inputs to the latent space. The decoder mirrors the encoder with
transposed convolutions. The privacy discriminator is a multilayer perceptron that attempts to infer sensitive attributes from z,
while the utility classifier performs the primary classification task.

4. Experiments and Results
MNIST 70,000 handwritten digit images (28×28). The digit class is the utility label; synthetically injected stroke-width

metadata serves as the sensitive attribute. CIFAR-10 [27]: 60,000 colour images (32×32×3) across 10 classes. Image brightness
percentile is the sensitive attribute. Adult Income [28]: 48,842 census records. Income bracket is the utility label; race is the
sensitive attribute. Medical MNIST [29]: 58,954 medical images across 6 pathology classes. Age group is the sensitive
attribute, reflecting realistic clinical privacy requirements. We compare MOAE against: (1) DP-SGD [7], (2) PATE [8], (3)
RDP-VAE [22], and (4) Vanilla AE (no privacy). All methods are tuned to equivalent privacy budgets where applicable (ε =
1.0, 2.0, 5.0, δ = 10−5). We report: (i) downstream classification Accuracy, (ii) reconstruction quality via SSIM [30], (iii)
membership inference attack (MIA) resistance measured by MIA Accuracy (lower is better), and (iv) sensitive attribute
inference AUC (lower is better).

Fig. 2. (a) Privacy-utility trade-off curves showing utility accuracy vs. privacy budget ε. (b) Membership inference attack (MIA)
accuracy comparison. Lower MIA accuracy indicates stronger privacy protection.

All experiments are implemented in PyTorch 2.1 [31] and run on NVIDIA A100 80GB GPUs. The encoder is a ResNet-18
backbone adapted for the relevant input modality. Latent dimension d = 128. Training uses Adam optimiser with initial
learning rate 3×10−4, weight decay 10−4, batch size 256, and 100 epochs. DP-SGD noise multiplier σ is calibrated using the
Opacus library [32] to achieve the target (ε, δ) budget. Hyperparameters λ₁ = 1.0, λ₂ = 0.5, λ₃ = 0.8, λ₄ = 0.3 are selected via
grid search on a held-out validation set. Figure 2(a) plots classification accuracy as a function of privacy budget ε∈ [0.1, 10]
for all methods. MOAE achieves consistently higher utility across the full ε range, with the gap being most pronounced at tight
budgets (ε ≤ 2). At ε = 1.0, MOAE achieves 83.4% accuracy on MNIST compared to 80.2% for DP-SGD — a relative
improvement of 4.0%. Figure 2(b) presents MIA accuracy: a value close to 50% indicates maximum resistance
(indistinguishable from random guessing). MOAE achieves 52.1% MIA accuracy, closely approaching the 50% ideal, versus
56.8% for DP-SGD.
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Fig. 3. Training convergence of MOAE on MNIST. (a) Component-wise and total loss curves over 100 epochs. (b) Training and
validation accuracy trajectories.

Figure 3 illustrates the training convergence of MOAE on MNIST. The total loss decreases smoothly, with the
reconstruction, privacy, and utility component losses converging to stable minima by epoch 80. The absence of loss oscillation
after epoch 50 indicates that the adversarial training has stabilised, consistent with the convergence guarantee in Theorem 2.
Classification accuracy on the validation set reaches 94.2% at convergence, with negligible gap from the training accuracy
(95.1%), demonstrating that MOAE does not overfit despite the regularisation terms.

Fig. 4. Comprehensive comparison across datasets. (a) Classification accuracy. (b) SSIM reconstruction quality. (c) F1 score vs. privacy
budget ε.

A presents comprehensive quantitative results across all datasets at ε = 2.0. MOAE achieves the best accuracy and SSIM
scores in all four benchmarks while maintaining the lowest MIA accuracy among privacy-preserving baselines. On Medical
MNIST — the most clinically sensitive dataset — MOAE achieves 91.3% accuracy with an MIA accuracy of 52.8%,
demonstrating strong privacy protection without unacceptable utility sacrifice. Figure 4 visualises these comparisons across
datasets and metrics.
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5. Conclusion
A presented the Multi-Objective Autoencoder (MOAE), a unified framework for privacy-preserving representation

learning that simultaneously optimises reconstruction fidelity, downstream utility, and differential privacy constraints. Through
a combination of adversarial privacy discrimination, task-oriented utility supervision, and DP-regularised gradient updates,
MOAE achieves a favourable privacy-utility trade-off that consistently surpasses DP-SGD, PATE, and RDP-VAE across four
diverse benchmark datasets. Theoretical analysis establishes formal (ε, δ)-DP guarantees and convergence properties. The
ablation study confirms that each component of the multi-objective loss contributes meaningfully to the overall performance.
MOAE represents a step towards principled, practically deployable privacy-preserving machine learning, with direct
applicability to healthcare, finance, and other sensitive data domains.
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